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The modern world is no longer defined by traditional physics alone, with data
acting as a new fundamental building block for digital infrastructures.
And it’s quite far from an illusion.
The virtual world is closer and more tightly integrated with the real world than ever
before. People spend more time online each year, communication is dependent on
global networks, and businesses rely on abstraction to deliver products and create
value. In order to meet the challenges of the modern age, organizations need to
adapt and evolve beyond their existing physical constraints.
Virtualization is the process of running a virtual version of an existing machine
or resource on a computer system. This new software-based paradigm can be
seen in virtual applications, de-coupled information architectures, and cloudbased abstractions.
From a practical perspective, virtualization is the single most effective way to
eliminate hardware costs, reduce infrastructure complexity, and avoid many of the
problems that plague real-world systems and schedules.
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What is Virtualization?
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Virtualization is the act of creating and operating a non-actual instance of a computer
process or system. While there are many ways to do this, a layer of abstraction is
needed between the data-driven process and the physical hardware.
For example, virtualization takes place when there are two or more operating
systems running on a single computer, and it also exists when a software application
is used to simulate the functionality of a specific hardware device.
Virtualization has become increasingly important in the business world, with
inexpensive and easy-to-manage software services often used to copy or replace
existing computers and hardware solutions. While the movement toward
virtualization began as a way to manage system resources more effectively, it has
evolved into a sophisticated set of tools and techniques that enable diversification,
isolation, and optimization across all levels of information technology.
It’s not just technospeak, either. Today, over 75% of organizations utilize
server virtualization.
While cloud computing involves a type of virtualization, virtual resources need to be
organized into pools before they can be called clouds. Cloud computing requires an
operating system for users to access applications and the process of virtualization
makes it possible to share and allocate these applications along with other elements
such as storage, networks, and processing power.
Virtualization creates clouds, which also provide additional benefits such as selfservice access and dynamic resources.
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The History and Evolution
of Virtualization
Virtualization is believed to have its origins in the mid to late 1960s with IBM.
Known at the time as time-sharing routines, various methods were used to
logically divide system resources in mainframe computers between
applications. By sharing resources among applications and users, IBM was
able to improve the efficiency of their computer systems. This was a
significant breakthrough at the time, with the cost of computing going down
as efficiency improved.
Interestingly, ideas central to virtualization at the time mirrored similar “sharing”
philosophies in the counterculture that would eventually inspire the birth of the
internet and the new sharing economy.
Virtual memory was introduced in the 1970s, and virtual machines that could
run multiple operating systems were introduced in the 80s. A number of
commercial and open-source virtualization projects were released in the 90s,
with the growing popularity of computers lowering the associated costs.
Since the turn of the century, machine-level virtualization products have been
increasingly introduced to the server market, with virtualization now available
on the hardware level, operating system level, and application level.
While the concept of virtualization has expanded and gone through a number of
changes since the 60s, the basic underlying principle remains – to decouple
hardware and software in order to improve work outcomes.
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The Strategic Importance
of Virtualization
Virtualization provides numerous benefits across applications, including greater
agility, improved scalability, and enhanced consolidation of both data and
resources. Data centers use virtualization techniques to make physical hardware
abstractions, including CPUs, memory, and storage disks.
Software abstraction also takes place, with applications and software services
broken down and copied in order to enhance delivery, improve efficiency, and
reduce maintenance. 73% of companies who have implemented virtualization
have seen improvements in administrative efficiency.
More than a way to divide resources and conquer performance milestones,
virtualization has evolved into a new and better way to do business. Increased
abstraction has a number of flow-on effects, including better security, more
accurate performance monitoring, and more dependable business
continuity outcomes.

73% of companies who have
implemented virtualization have
seen improvements in
administrative efficiency.
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While there are still a number of challenges to overcome, there is a strong
case to make for increased virtualization across organizational levels and
industry sectors.

Problems Solved by Virtualization
Virtualization solves a number of common problems experienced by modern
businesses. While the expansion of technology continues to open up new
opportunities, historically, the need to purchase and implement specific
technologies was cumbersome, expensive, and complicated.
You no longer have to reinvent the wheel or do-it-all-yourself, with virtualization
allowing businesses to allocate and manage resources more effectively.
Virtualization helps eliminate:
Unwanted complexity
Security gaps
Inconsistent delivery
Lack of continuity
Expensive hardware
From servers and storage solutions through to desktops and applications,
adopting a virtualized environment allows you to work smarter, faster, and with
greater agility than ever before.

10

Making the Case for Virtualization in Business

www.insitenet.net

11

Different Types of Virtualization

12

Making the Case for Virtualization in Business

Virtualization can be performed at multiple levels, with organizations likely to
experience different challenges and benefits based on their specific
implementation. Regardless of the application, abstraction enables
independence and isolation in alignment with resource-sharing
and coordination.

Server Virtualization
Server virtualization enables a single physical server to run multiple operating
systems and services simultaneously. This provides advantages to cloud
providers, on-site data centers, and businesses with their own servers on-site.
The scaling of provisions improves efficiency and reduces operating costs, with
multiple virtual machines on a single server fast becoming the norm. In most use
cases, there is no reason to promote the coupling of hardware technology and
software solutions.
In a typical case scenario, 16
virtual machines run on a single
physical server.

Storage
virtualization
If data is the new fundamental
building block of society, then
storage is the cellular architecture
holding everything together.
Storage solutions that are
independent of physical location
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offer numerous advantages, including easier management, more efficient
workflows, and greatly improved backup and disaster recovery.
Tiered virtual storage solutions are capable of managing a wide range of storage
hardware in the same way as a single hard disk.

Network Virtualization
Computer networks are a combination of hardware and software components
and protocols that allow information to flow between entities. Network
virtualization, also known as software-defined networking (SDN), separates the
control layer from the hardware and allows network resources to function as a
single entity.
This is useful for software development and performance testing, with external
virtualization involving a single virtual unit and internal virtualization involving a
single network server.

Desktop Virtualization
The humble desktop is still the place where most work actually happens.
Desktop virtualization provides a number of new opportunities in the modern
workplace, with virtual machines run on a server and accessed remotely from
independent devices.
This level of virtualization is available through cloud or on-site deployment. Endusers can access their desktops from anywhere, including PCs, tablets, or
smartphones. In this case, abstraction improves performance and security, with
users also able to enjoy greater access to services and more comprehensive
backup and disaster recovery solutions.
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Application Virtualization
Much like desktop virtualization, the abstraction of the application layer improves
operational efficiency and security. The decoupling of applications can occur in
three main ways: via the server, via the desktop, or by using an application
streaming service.
Regardless of the model, the ability to install an application centrally and deliver
functionality on demand can free up valuable resources while improving updates
and security measures. When a streaming service is used, the application can
be delivered via discrete downloads, either on-demand or at defined intervals.
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The Strong Business Case
for Virtualization
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Virtualization is used by a wide and growing array of businesses.
Rather than being a cutting-edge technology, it has become the new default paradigm
for IT infrastructure and data management. The technology behind virtualization
underpins the new cloud era of virtual computing, with virtual instances being both
cheaper to implement and easier to manage than dedicated hardware and software
components. Because virtualization is based on abstraction, these benefits are
relevant to all business sizes and industry sectors.

66% of IT managers have
experienced operational
improvements with virtualization.

Virtual solutions provide a range of real, immediate, and repeatable business
benefits. While migrating to a virtualized business model can be challenging during
the transition period, the benefits can be experienced almost immediately and the
implementation allows for a fast return on your investment.
Let’s take a look at the key benefits of virtualization.
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Reduced Complexity
Modern businesses need to manage their resources effectively and integrate
multiple streams of data on a daily basis. As your business grows past a certain
size, this process is only likely to get more complex and cumbersome.
Whether it’s multiple servers, isolated operating systems, or applications that
refuse to integrate, discrete infrastructure components can quickly grow into a
messy and complex beast.
A modern virtualization platform
accounts for a 67% gain in IT
productivity. Virtualization helps to
reduce the complexity of your
working environment, with individual
components broken down and
abstracted in order to bypass
hardware and software restrictions.
When data and processes are
treated for what they are, work
efforts are simplified, information
flows more freely, and integration is
both faster and more transparent.
Along with being easier to manage,
this process also enables tighter
security, intelligent automation, and
a more forward-thinking and
strategic focus.
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Enhanced Security
Data security is a critical component of every modern business.
Whether it’s cybercrime, human error, or a natural disaster, multiple safety
measures are needed to protect organizational and customer databases. While
isolated hardware servers in remote data centers are part of a safe solution,
security also depends on the real-time protection of websites and applications.
75% of small businesses have no disaster recovery plan, with virtualization
being one of many possible solutions. Virtualization allows security to be
delivered as a service, with key components based on decoupled and alwaysupdated software.
Also known as a virtual machine monitor, a hypervisor is a critical piece of
software, firmware, or hardware that creates and operates multiple virtual
machines. Most security solutions benefit from bare-metal virtualization, which
is when the hypervisor interfaces directly with computer hardware. This
underlying separation is the key to robust security, especially when a small
hypervisor footprint is available to improve maintenance and patching.
Security is optimized when this decoupling process is combined with robust
APIs, software acceptance security, and a stateless firewall. Virtual security
solutions also benefit from improved logging and auditing, secure syslog, and
integration with the active directory domain.
When security programs are consolidated and made independent of physical
servers, employees can focus on improving operations rather than
safeguarding resources.
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Consistent Information Delivery
Technology allows companies to deliver services faster than ever before.
Whether it’s communicating with customers, ordering stock, or dealing with
logistics, the ability to respond quickly and accurately is what makes or breaks
your business. Computers can also get in the way, however, with inflexible
hardware infrastructure and clunky software services often leading to
inconsistent service delivery.
Virtualization solves many of these challenges through the creation of responsive
and dynamic systems. Flexibility and agility are more than buzzwords, they are
key attributes in the Information Age.
Rather than investing in outdated technology or guessing future requirements,
virtualization enables the sharing and distribution of resources in a way that
aligns with your business needs. Virtual models reduce downtime and waste
while improving delivery standards.

Business Continuity
The concepts of continuity and dependability are key to the success or failure of
your business.
Modern consumers have lots of choices and can be extremely discerning when
they decide which businesses to buy from. Because of this, even the smallest
hiccups are likely to result in substantial losses. In order to ensure your doors are
open for business, you need to change the way you think. Innovative
organizations are moving toward virtualization in order to improve availability and
reduce downtime.
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Virtualization allows separate upgrade cycles, which fixes security vulnerabilities
and extends the life of software services. Rather than being tied to specific
hardware protocols, IT workers can upgrade services based on resources and
need. With virtualization, critical infrastructures and services can even self-heal if
something goes wrong, with backup servers and locations able to kick in
immediately if a server or entire data center goes down.
By scaling your operations and pooling your resources, you can create a more
flexible and robust system. Keeping everything in-house may not be efficient or
secure, with this self-centered paradigm possibly leaving you open to failure in
the case of a technology outage, cybercrime, or natural disaster.
While business continuity was once threatened by collaboration, faster network
speeds and mature communication standards make a strong business case for
cloud computing and remote virtualization.
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Reduced Expenses
Last but certainly not least, virtualization enables significant cost-savings
across all departments. Even if you don’t care about continuity or security, the
decoupling of hardware and software can be great for your budget. Rather
than investing money into multiple servers, you can leverage a single server
and free up your budget for operational and value-add expenses.
Not only will this save you money on computing hardware, but it will also
improve IT outcomes and reduce the need for expensive support services.
Virtualization saves up to 50% of operating costs while also increasing
flexibility, speed, and agility.
Perhaps more than anything else, however, virtualization is one of the best
ways to future-proof your business. With more and more companies going
virtual every year, anyone who resists will find it increasingly hard to compete
and integrate with other business entities.

Virtualization saves up to 50%
of operating costs while also
increasing flexibility, speed,
and agility.
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Benefits of Virtualization
According to Size
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Anyone can benefit from virtualization, including solo operators, small-tomedium-sized businesses, and large enterprises. The exact benefits can differ,
however, so it’s important to choose a platform and service model that suits your
operational and financial needs. The move toward virtualization is speeding up
all the time, with some firms having virtualized 90% of
their servers.

SOHO – Small Office/Home Office and
Micro-Businesses
A SOHO business is often run from a household, typically with one or two
employees. Micro-businesses are a little larger, with up to 9 employees working
in a single cell. Virtualization can be a major benefit for smaller organizations
because it allows them to access technology they could not otherwise afford.
For example, cloud platforms and software-as-a-service models improve
scalability and eliminate unnecessary expenses.
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SMB - Small and
Medium-Sized Businesses
A small business typically has less than 100 employees, with a medium-sized
operation having anywhere up to 500. Regardless of the industry sector,
virtualization is a significant benefit in terms of cost savings, business
continuity, and security.
SMBs often struggle due to a limit on internal resources, with a virtual platform
offering anytime-anywhere access to operating systems and applications.
SMBs also embrace virtualization in order to benefit from advanced backup and
disaster recovery solutions.

Enterprise-Level Businesses
An enterprise-level organization is a large corporation with hundreds or
thousands of employees. Enterprise-level solutions are often seen as either
capital or knowledge-intensive, with greater access to funds and resources also
creating operational and budget challenges.
While large enterprises may be able to afford multiple servers and dedicated
computing equipment, virtualization is beneficial for its ability to streamline
operations, ensure business continuity, and promote standards across all levels
of management.
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Virtualization Challenges
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Despite the significant benefits of virtualization, and its emerging status in
today’s corporate culture, there are lots of challenges to overcome. The early
days of transition can be tough, with organizations needing to adopt new
operational models and change mindsets to align with their new vision. While
old dogs can learn new tricks, this process can also be challenging when it
comes to staff training and overall acceptance.
The transition phase is not the only challenging time, however, with the
concept of virtualization failing to align with some long-standing and muchloved business ideals. There’s also the issue of entropy, with even the most
forward-thinking practices likely to fail when people and systems fall back into
old habits.
From distribution problems and operational challenges through to security
issues and training, let’s take a look at some major challenges of virtualization
and how to overcome them.

The Transition Experience
The early stages of virtualization are normally the hardest, with old systems
and working practices needing to be re-evaluated and adapted to new models.
While virtualization is a great way to improve business continuity and service
delivery over time, a partial shut-down or slow-down may be needed while you
create virtual instances and migrate data and systems. Change isn’t easy on
anyone so this process needs to be accompanied by staff training and
transparent communication with all stakeholders in order to make it successful.

Distribution Problems
Once again, the major benefits of virtualization can also be the biggest
challenges. Virtualization is a fantastic way to partition systems and allocate
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resources, but only if you do it right. Not all data is created or treated equally
by all organizations, with some partitions working well and others being
somewhat compromised.
Sprawling and unorganized data can also be a major problem, with virtual
machines known to proliferate over time and lead to an entirely different kind
of inefficiency.

Operational Challenges
Operational considerations are often overlooked with virtualization, especially if
you don’t spend time learning the technology before you implement it.
Requirements are often not clearly defined, which makes it almost impossible to
deliver the best possible solutions.
Instead of focusing on the technology alone, it’s important to implement
requirements based on the operational aspects. There is a learning curve
involved because each organization has vastly different needs and expectations.

By 2021, cybercrime will cost $6
trillion per year worldwide, with
virtualization being one of many
possible solutions.
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Security Exploits
Like all systems, virtual systems can be
compromised by nefarious entities. While this
should not surprise anyone, the impact of a
single security exploit on a virtual system can
have widespread effects. Virtualization often
involves sharing information and resources,
with a single security issue possibly going on
to affect other data and systems. It’s
important to ensure best practices for
passwords and confirmation protocols and to
isolate each virtual machine in order to avoid
unwanted influence.

By 2021, cybercrime will cost $6 trillion per year worldwide, with virtualization
being one of many possible solutions.

Training and Staffing Limitations
Virtualization is a new way to do business, so it’s important to train your staff and
make them aware of new procedures and protocols. Human error already
accounts for 52% of all security breaches, so renewed training efforts
are critical.
The wholesale migration to virtual applications and systems can be challenging,
with some organizations choosing to move across slowly and train their staff as
they go. While virtual machines enable countless benefits, this technology is not
plug-and-play.
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Capacity planning is needed prior to rollout and monitoring, with IT staff needing
to understand their requirements and engage in additional training if needed.

Backward Compatibility
Virtualization is a new paradigm, which can make it hard for anyone who needs
to use old technologies or standards. If your company uses legacy software
systems, there may be compatibility issues when you deploy new virtual
instances. While there are usually ways to overcome these issues, workarounds
can be both time-consuming and resource-intensive. If the vendors involved are
not aware of any solutions, you may need to adopt new application solutions.

Performance Monitoring
In some cases, virtualization does not offer the same extensive monitoring as onsite hardware solutions. While this is largely dependent on the implementation
and platform, decoupling hardware and software can make it harder to create
benchmarks, measure performance, and monitor resources over time. This can
also create issues with backups, which can be harder to track and access due to
inherent limitations with monitoring.

32

Making the Case for Virtualization in Business

www.insitenet.net

33

Making the Transition as
Smooth as Possible
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The benefits of virtualization are undeniable, especially for new organizations or
anyone involved with extensive IT systems. The transition process is far from
easy, however, with detailed up-front planning, cost analysis, and bundled
solutions helping to ease the pain. Like most things in business, the success or
failure of this process mostly comes down to management.

Ask Questions
Everyone is starting from a different place, so it’s important to conduct a detailed
assessment of your requirements and capabilities so you can accurately assess
where you are and improve how you work and create value.
Before you begin, you should ask yourself some key questions. Why do you want
to virtualize in the first place? What is lacking with your current solutions? How
much do you want this to cost, both in time and money?
Clear answers to these questions will give you a solid ground to build from so
you can make critical decisions. Virtualization needs to be actively promoted in
order to reach critical mass.

Think About the Details
Once you’re sure about breaking the invisible chain between hardware and
software, it’s time to think about the details. Virtualized infrastructure is incredibly
diverse, with different organizations needing vastly different solutions. If you want
to procure hardware for your own virtualized infrastructure, you can either
purchase bundled technology or build your own servers from scratch.
While not all organizations need to define and create their own physical servers
and virtual machine instances, everyone needs to be aware of their

www.insitenet.net

35

functional and data requirements. What exactly do you want to virtualize? Do you
have access to the specialized skills needed to migrate successfully?
Maybe you simply need a cloud-based service, which is based on virtualization
but not interchangeable with it.
For all but the smallest organizations, the move towards virtualization is a longterm strategy that involves lots of research and planning. You need to adopt a
bridge for your existing legacy applications and technologies and analyze your
information architecture carefully to avoid unnecessary migration.
The goal is not to move everything into the virtual world, but to take a considered
approach and eliminate complexity as you go.
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Virtualization Best Practices
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Virtualization can be a complex procedure, with seamless implementation
demanding diligence and attention-to-detail. While each organization needs to
create its own roadmap, the following best practices are always relevant:

Carry Out an Assessment
Virtualization is not a one-size-fits-all scenario, with different implementations
required based on your size and operating model. While some businesses may
simply want to access applications remotely, others may need to purchase a
dedicated server bundle for in-house virtualization. An IT assessment performed
by a third-party managed services provider can be worth its weight in gold.

Hardware is Still Important
Virtualization is about the decoupling of hardware and software, it’s not about
eliminating hardware altogether. While some small and medium-sized
businesses may be able to operate over the cloud entirely, most organizations
still need a server room. While underutilized servers can be ideal for
virtualization, dedicated solutions from virtualization providers are generally
much more efficient and easier to manage.

Dedicate Resources Effectively
You can virtualize pretty much anything, from dedicated and entitled cores
through to memory, storage space, networks, operating systems, and
applications. That doesn’t mean that you should virtualize everything, however,
with each organization needing to allocate its resources effectively based on
immediate and long-term business goals. It’s important to balance node
resources and match storage with business requirements.
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Prioritize Continuity
Business continuity is one of the major benefits of virtualization, and it should
be prioritized at all times. While virtual machines and applications can help to
safeguard critical business services, it’s up to you to look after the hardware
running these services. Unless you have a dedicated cloud-based model, you
still need to lock down the server room, create security protocols, and
automated backup solutions.

Avoid Complexity
Virtualization can often lead to unwanted complexity. In order to avoid the
sprawl of virtual machines, it’s important to carry out regular reviews and
monitor performance in different situations. You should establish policies and
restrictions for the creation of virtual machines, and allocate resources
effectively to eliminate redundancies.
Virtualization provides a number of timely benefits to modern businesses. The
decoupling of hardware and software technology enables both to operate with
greater efficiency, giving control back to organizations and allowing them to
reach their potential.
When it’s done right, virtualization can increase agility, flexibility, and scalability
while also reducing hardware and IT support costs. Whether you want to run a
single virtual application or embrace a new virtualized data center, this new
and exciting paradigm improves efficiency and performance through the power
of abstraction.

40

Making the Case for Virtualization in Business

www.insitenet.net

41

INsite Networks
415-787-4164
201 Spear Street, Suite 1100
San Francisco, CA 94105
www.insitenet.net

